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@ Solution Overview

¢ Encryption on all data transmitted over the fiber (no omissions)

¢ Transparent to the traffic, maintaining full bandwidth

¢ Supports low latency applications

¢ Alerts regarding fiber degradation, suggesting potential
tapping events

¢ Interface with existing OTN and DWDM network infrastructure

+ Can be used with any Layer-2/3 switch/routers

+ Muxponders, transponders, ADM

1 Technology features

+ Encryption per service or per uplink
# Supported services:
¢ GbE/10/25/40/100/400Gb Ethernet
*2/4/8/10/16/32G FC
+ STM-64/0C-192
» OTU2/2e/3/4

¢ Standards Based:
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+ FIPS 140-3 certified
¢ Common Criteria EAL2 certified*
+ CNSA Top Secret Suite
+ ECC CDH Diffie-Hellman
+ Authentication using SHA-384
* Suppports the integration of quantum key distribution (QKD)
* Low latency
¢ Metro / short haul / long haul / DCI
+ Secured Management - HTTPS, SNMPv3, SFTP, SSH, Firewall

COMMON CRITERIA

* For full details, please consult individual product specifications.



& Solution Benefits

+ Answers security needs:
+ Confidentiality - preventing disclosure of information
+ Data Integrity - ensuring that messages have not been altered
+ Authentication - ensuring parties are identified

+ Secures all data transmitted over fiber

+ Ideal for low latency applications

+ Interfaces with existing DWDM and OTN network infrastructure
+ No need to change or upgrade Layer-2/3 switch/routers

+ Transparent, maintaining full bandwidth of all traffic
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ISP and Cloud Utilities

£#1® Supported products

400G Devices 200G Devices 10G DWDM Wavelength
PL-4000M, PL-4000T, PL-4000G PL-2000ADS, PL-2000T, PL-2000M PL-1000TE Crypto

© 2025 PacketLight Networks, Ltd., 24 Raoul Wallenberg St. Tel Aviy, Israel A P I{ t[ ht
info@packetlight.com [+972 3 768 7888 | www.packetlight.com . Eag Weo RIgK




